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What are the Privacy, Security and Legal
Implications?

Dr Saif Abed, Founding Partner, AbedGraham
Tweet: @Saif Abed

E-mail: sabed@abedgraham.com




It’'s a matter of trust...
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We're at war...




ATTACK ORIGINS © ATTACK TARGETS ©
# Country # Country
40, Chin: 999 == United States
208 Z= United States 34 ¥ Hong Kong
97 = Netherlands 33 ™ Portugal
57 @ Canada 29 ™ Bulgaria
56 E3 South Korea 28 = Canada
50 = Russia 26 < Turkey
48 = Hong Kong 26 = Germany
45 T France 23 7% United Kingdom
40 % Sweden i 22 T France
32 = India ! 18 &= Singapore
B - ]
o \ .v;.-
T
. Y,
ATTACKS ag 4 RS Y ATIACKTYPES ©
Timestamp | [arget Type # @ Semwice Port
(Orzanization Location P Location Service Port 115 @ ssh 22
2014-06-25 11:47:03.66 Hurricane Electric Stanford, United States 124.105.139.114  Seattle, United States NetControfler, ntp 123 93 ® ms-term-services 3389
7014-06-25 11:47:03.97 | TOT Pubr:rc:{umpanyr Thanyfabur_i, Thailand 101.108.250.0 Saint Enuis', United States unknown 5241 S e i“m 500
2014-06-25 11:47:04.53 Webhosting.Net Miami, United States 67.215.180.162  Miami, United States discard 9 : -
2014-06-25 11:47:04.53 Webhosting.Net Miami, United States 67.215.180.162  Miami, United States discard 9 \j /’V—,\M‘J ZE : :u:osoﬂ-ds ...“5










EITHER YOU
HAVE A NEW
VIRUS OR MY
COMPUTER
DOES.

TeACHPRIVACY

Hi, I’'m your doctor.
I’'m here to check
up on you.

Hi, I’'m not your

doctor. I'm just

here to snoop
around.

llustrated by Ryan Beckwith
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Have a plan...
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Clinical

Organisational

epud iation nformatlon

Fina ncial Disclosure

Denial of Elevation of

OUTCOMES
SIVIYHL

Service Privileges

The AbedGraham 'Clinical Cyber Outcomes Model' (CCOM)
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' MAYBE WE SHoULD TRY A DIFFERENT
SecURITY APPRoACH THIS TEAR,
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Questions
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